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S/W Development & Verification




A ALEQI0] AR 23 T}
> HEXOI ATEY0] AJAH
® Tt XA (MA7t O X[2tE)
< “Truth can only be found in one place: the code.”, Robert C. Martin (“Clean Code” 2| X{X})
< “the code is truth, but not the whole truth.”, Grady Booch (UML2| ZtA|XH

® ATIEQ0 VAVE 3 Il SRS/ZE 2Rt AL AlFS Soll 0 Fx2| "2l"s 7H += US.

> QIBK[s AAH (55| 7|A| et& AlIAH)
® TCLtHO|E] XX} BIERID| I
< “What is not in the data cannot be learned. What is in the data is /ikely learned, but not always perfectly.”,
ISO/IEC TR 5469:2024 Functional safety and Al systems

> 2OEQ0 VAVE +3E I 2FXHQ USK|s AAHS| 45 £2F0fL 2} 7HE 2Hgo]l tist S8l It S0 H2fst,

i 2AZEQ0] V&V (Verification & Validation) ?
te ADEQ07t SHIE PO Z DHE0] HM=X| &l (Are you building it right?)
o DEE AIEQ|07} 2HIE X| 2! (Are you building the right thing?)
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> OITXS ATEY0] A Het MEZI|0] 2t ABO|X| €2 EX B
A

® [Gi]] Al H|OJE] AX|L|O{Z AEIO|X] 24 G| Al

Al GO AXILINE === —»

Functional
Correctness
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HOIHe =
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HOIHe =

HO|H 2| A




EQ0] AIAR He 4 7]
> AUSKs AZE 0] AL JHY HEF7| FxX Z&
ISO/IEC 5338:2023 Al System life cycle processes
% ISO/IEC/IEEE 15288:2023 System life cycle process 7|t

Agreement Processes Organizational Project—enabling Processes

Process

Human resource Quality management Knowledge management
management Process Process Process

Technical Management Processes

Project assessment and
control Process

Risk management Configuration Decision management Measurement Quality assurance
Process management Process Process Process Process
Technical Processes

Business or mission Stakeholder needs and System requirements o
. . Validation Process
analysis Process req. def. Process definition Process
Knowledge acquisition Al data engineering Continuous validation
Process Process Process
Implementation Process _ Verification Process Transition Process Operation Process

Maintenance Process Disposal Process _ AINJAEIO| DA 2K Al A|AEH
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1-2. 213 X|s &

> Technical Processes= Q! EQ A[AHR!I AN J D 22E TEMAS
o ME IZNAL /S +§§0| HA|E “AHO|X]"EE M
(@)

Ly
OII'
|I:l

> AUSK|s ALER 0 AL JHU0 SQot Z2MA H AH|O|X|7F =X

® Inception Process — AAE QTARSE HO
® Design & Development Process — QI X|A] et Al HIO|E AX[L|0{&], 7
54

© ya
Y
ol

® \erification & Validation Process — =9

[
® Continuous Validation Process — A|&£X9] =I19]

Continuous
Validation

Design & Verification & Operation and

e Development Validation Deployment Monitoring

Re—-evaluation Retirement
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2. 212X ADEY0 A|A
> Technical Processes MEHZ7|9| Zt MSES T

® [0i]] Technical Processes

% Design & Development Process %! Continuous Validation Process

At

—

Design & Development

Al 22 HIZf0f| L0t =021 X
e EHQ XA
SfHE FHQ XA &R 2

A|¢||Eé! —_I'L}- ng-g—l “t“" °
-
*
A g9 s .
. .
AAE 24
* -“"» °

QI X|A] &ttt
Al B[OJE{ UX|L|Of

=1
[S)

2ot #l= HloJEAl
L0 Olofl 7t53t HEl= Z=H|E ot&/AS/AE H0|H
HE AX|LOZ0 AFEE S TI0IH

o= O=2

HO|H =& & Hatit HHE AtSor T2 MA
GO0 ZofEl HQIYE T} 2 HH|2t BE Eols S/
CIOJE & Xisst Z2MAL XY, EMst A E+5 28 J&

.-......>

=LA — T
st&= ol X|s B

DHEE TENALL A

—_

=M Atz

“--..---I>

Al A|AE! S10](validation) Z 1t
Al 20| OX|H4(ie., i &%)
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[ ISO/IEC 25059: 2023, “Quality model for Al systems”
® J|s Y, 414, 7Is HE3d, FEY, M0 7tsd, Vi 7t d

> 71 ATEQI0] AR THH| QIBX|S ATEQ0] AAR OLHS 95t T2f 44

[ R —

® |SO/IEC TR 5469: 2024, “Functional safety and Al systems”
o K24, Mo, FHM, MH7ISH, M7Isd, 2F &tZ9| Hel, M3Y, 47y

Al A28 S35t EE £4 AlA| AR O 118 £

ISO/IEC 25059: 2023 ISO/IEC 5469: 2024
5.2 H|0 715M (Controllability) 8.2 X241} M0 (Level of automation and control)
5.3 7|5 M8M (Functional Adaptability) 8.3 EHM1} MAHII5M (Degree of transparency and explainability)

5.4 7|5 MM (Functional Correctness) 8.4.1 2%I¢t &t @ 5t HAM| (Complexity of the environment and vague specifications)
5.5 274 (Robustness) 8.4.2.1 H|0|E{ ¥43} (Data drift)
5.6 EHM (Transparency) 8.4.2.2 714l ¥} (Concept drift)
5.7 71 7HsM(Intervenability) 8.4.3 &40 X (Issues related to learning from environment)
- 8.5 &1 (Resilience to adversarial and intentional malicious inputs)

FORMANALWORKS Copyright © 2024 Formal Works Inc. All Rights Reserved 9



3. QIZR|s ATEYO AIAH 22 TI} 24

> 7|&
°

VAES

AT E0 A|AE CHH| AISKS ALE 0 AL Sof FE

ISO/IEC 25059: 2023, “Quality model for Al systems”

IIs 888, 814, 7Is H34, FEE, M0 7158, Y 758

AILEQ0] AIAH THH] QIBX|S ATEQI0] A OFHS

3
)

—

® |SO/IEC TR 5469: 2024, “Functional safety and Al systems”
o =24, Mo, EHY, AH/ISY, BM7ISY, 2 2t49| Hat H3d, 42y

Al ANAEI SR Q4

[A] 7I'5 H&H (Functional Correctness) SHEE Al 2EIO| AT

St 12 &M

o

HOIZ)2l St

[B] Z74M (Robustness) SEEEI Al B

[C] 75 H24 (Functional Adaptability)

Al A ABI0] @725|=

[D] £ (Transparency)

Al A A-IO] Aot

L
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T2 MA
T IZMA

ADEZ0| A|AH 2

71 HEM A AAE QFASH A X|H=l 7

o2 QAN QFol= 7|5 HaEd &2 SEM=A Al
* Precision, Recall, F-1 score, MS
O] K71} Hluw: O™ HMO| QI8X|s &

= 7ls ’“2*’3 == HO[EX| Al™
> H|WE Soll 0} ++H[XQI 7|5 datd "IV 7ts

2y 7|8t AIY: S5 E Al 20| CHFSH 124 G|O[E{0]] CHaH L&tEl 7|5 HeMd S HO|l=X| A|

==

Io

HJ-'-I'I'I

SOl ATEQ0] A| AR} H|WGH0] St

> |:|-OF
| Z20] Lot ob5 H|O0JE0f| Dol dte 7|s d2td= HOl=Xl A

3
—_
St Sk

fg *ILFEIQOH CHolf A AIHQ! 7S Fetd 717t 7ts
> Ef°* ote 280 ol £AMX2 7|5 F2td 7Pt 7ts

OII L >-

oo o2 g AQN B
HE ZM A=

THOZHA AS: DY Y LSS 7 R0 5t 2MS HES ANE A ZY Y
AAHIO| IHHME HHE £ Q= 5302 HMEJOH, AN MEESE Y ZZMAE EoH
73 A=K HE.

v SIHE A| Do 9l \|AEIO| 7|5 NS 0| 2210 0L S H Q.
2R A5 78 DN A 2L 50| A9 AL QTAB UBE=X| HE

v Al DY 2 AAHIO| 7|5 HETE SHEsts 10| 2910 OfHe B,
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4-1. QASX[s AZEQ0] A|AH EX d:7ls
> D=HEL A|ARO0| SHE Z21E 2+'k= FEEE Misok= 8
Eed=Y[ES UEE 7)s Yard BE mo et
THQI KAl S | Al ZH O WS |- EHQl XA HIk MG EHQl X|A0| 25| ST UK SIS | S5t HT2|AE B U
T2 M2 QXA ME HE. MIc|AE= 22 E EHQ XM =X Fel, +2 HE, Hl0|H &4, £EH X7t E%*EI
=X A =[0{OF 3.
v ZHQ XA AJAR QAR D AX|L|O{ZT Al HIOJE] AX|LIO{RS HAHSl= F
Q K22, Q75E Jls YHEE SEst= BoH
© EHQ XM AL HE: 2M3t E ZH 2 X4 =9 %ﬂ 9l 8= YH EE
> K|MO| EXE Sofl K42l MEES THENZ 2fQlofo] HEE + gl= XM 7|5 H
Sk2 HIX|.

SEAM0)| DR 2 Ql= otI5ES Hy
|91 X4 250y ?JE =Aet = el
v 3y 0| HANM 7S Hetd 5—.*201 —E— | 2l Al =H[Q1 X4
X5l X5 A 9l
HoMA MEE O JALH

e QXA « NETEA YU FEY UE: THQ X|A0] BESHE
O|X| 32 XS HAl A L[5t U=X| HE.
v EHQ XA R2 ArS-di HEE X[ACZ Qe BE AX|LIKE I Al H|OJH AX|L

o @2 al |:||_9_°k|° HEX|.

o
- HF #: X1’é>*5_| KIA0H Tt 3 2| A|ARIO| MEXE HE.
v MR B XA AIBOE 0I5t JI5 2F WA
ShEl SOOI XIAQ |+ QTAREHM ZE: SHOl X|A0| Al BHO| J|SH QAR YRS HE.
o9 Quitel MY v S8 X[A0] ZEO| QA EX|ot=X| AL =M QFAN HSElX| = X
HH Ao THEl & H0|E 7} 7|s Fetds B0 EeX| 55 ofOF .
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4-2. QIBX|S ADEQ0] A|AH Z T} 7|

Al G|O|Ef AIX|L| | 22O0| O3 7ts8t S |+ O[O|E CFFM WL GjO|E AMO| O AA CHFSHetA | CHISH ZA| AHHIE Bt OO EQIX|
o T2 MA B2 =H|= st& /A5 It

/AIE H|0|E v LIS H0|E{= Al ZH0| AX| HA0AM OtHEMOZ X=5l=0 =20| =,

HO|E =& % Hatt (- GO|H —=-EIL4 o2 MHA %W E1|0|E101|A1 outherszr LEO| J;Itgsm '1a|or= X2 50|
T T2 MA stoE 23Xs 2 | - CFYSt HIO|E UM s ”éﬂ: oj2| JéjQI = T LH01|A1 EcOI 7r E%:. =l HIOIEL 2|AA K|

of Of2fOl| M oI O 2 MAE Q2 BIO|E S KIME Ni5S RAIGHX] A3
v CH¥St BO[E{ Al 20| MK SN FYNOZ RE5t=r| £20| F.
¢ YT WIE SASH 4 CO[E{0) CHH SIS E Al BHO| UBE ZTES KBH=X| Bl

v B E ZHAMO| oo=|o| ofe Hal,

DUy DehActE |- PHIZMA AT DUY WS T T3 PR U3t SAES HEGH] ANE Al 2Y L
e 24 X AIAZI0] THAS BHE 4 U £EOR MNEQION, AN MESE Y ZRHAS S
T8 EIH=X| ZE.
v SHEE Al DY U AIARO| A7AN0| 2910 O1HS 2O,
©AXNUS T T2HAC 2t TYO| A9 AL QAT UVE=X| ZE
/A BY Y NASO| 27143 S5t TPH0| 20| OFHS BY.
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QATX|S ALY BT LI} ok 7|

dst

ll. 12X AlA
. ADEQO AAH SE L 71H: 23U
> Qo™ 21 H|0|E MM 7|%(i.e., gradient based adversarial attack) 222 = 4714
o M-dE 2ol Q= H|0|E|Z & HIO|E=Z M &8
> White—-box Alglg ¢t 4714 =0l
® Coverages EHol/| 2ot Al AL Z M-dol0] atgE DOl e Y AlE
< HSHOI Al 2HH0IA ZHXO0|LL, Coverage Zd UHUAM Hat=l DRI W7} SHIEX| THHO| BL0HH Coverage2t Al At
ol & AL0[2] &AH0| Of%] EFF*
Deep Neural
A M
Network & Coverage OilA| =29
_ Neuron coverage Al At[Of 2folf t =1t9| activation valueE 71 0| U=
Convolutional (SOSP “17) 20| H|g (e.g., Line coverage)
Neural Network _ _ -
(CNN) Sign-sign coverage | Al ALI0l SJ3 QIS 29| BE T HIRDY XpAlQ| B5 7}
(TECS “19) HHH F29| H|EZ (e.g., MCDC)
Hidden state
Recurrent Neural coverage Al Atof 2laH Zz|CHZE0] = M A= RNN A(cel)S2| HIE
Network RNN 22 | (TSE22)
LSTM) Cell state coverage Al Atgof 2lsh £ Hel(ex: -1.0 ~ -0.25)7} E LSTM
(TSE "22) RNNZE| Cell state2| H|Z
Correlations between deep neural network model coverage criteria and model quality,” ESEC/FSE 2020

*S. Yan et.al, “
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4-3. QBRI ADEQ0] AJAH Z

[=)
AEE EHQ X[A0] A

CHQN XA & | Al 22 HZfof 2est |« EHQI XA BIL A
OZNHA T2 XA Al data drift 2 concept drift0f] 2tct LHES ZES6t=X| =Hl.
Ol & Q= data drift, concept driftE 7[2tQ 2 Al G0|E AX|L|K{Z L D AHIX]
LIOE SA0M 7|5 MSEE &
FHE ZHQ XA o QI XA X HiA] I AEE EH QI XMS MEGHE HEHE H716H0 ME22 JELE #H3t
o [[fﬂf *'71| 2H0|E E &= A=K =l
vV A AZEQN A|AH 9| 2EXN? 7|5 M3Y & I AIRS floll Mz2 Q! X|A[0]
-.—|7-|| 7HA| A OIO-|O|:
o OO XA M ﬂEMI* %W A E QI X[A0] Al ATDEQ0 AARIO| Xtz SHAUA &
MsE 2 Ol= data drift £2 concept drift0f] &5t LIS E&H6t=X| &2l
v Al AZEQI0] AR SBHQI TS XS B2 U NS s M2 QI K|A/0)
HAXMSZ 22| =|0{0F &,
T T2 A SHEE QIZX s 2H |« G SkE U D M IS L Al ATEY0 AAHIO| TR 7|5 HEME HF1L JYeX
A,
v Jls XMEM 30| Lt = % Al EHX], Thets, 2lH Al H8d H&- 7|15 2 2D
7|S0| SHIEA| 21| 0{0F &,
DU DRHAL T [+ O 85 WD YN DT2HA BIk Al ADEY0] AAHO| 7|5 XS A DTN A T}
HE ZM K= v Jls XM2H A3 LSt MS AHE EX|, MEtE, | AlIE, H| S o g = U =
7|S0 2ot BA|7t SHIELD Quﬁffﬂ 25| H 2 Alet £|0{0F ¢
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RN

Data collection . | Al model Internal and
and curation "~ | training external validation 0| & W3}
ClOJE S tHel
x7| 74t ‘ ~ 1 l
T MA
Model adz ptation Deployed model | « New local data

T [ asz=as

Clinical use and model monitoring

HE AE A

https://www.nature.com/articles/s42256-020-0185-2
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4-4. Pl ZEX|s ATEQ 0] A|AE EA TT} 7|H: EHM

> Al A|AZE WS T2 A £t G|0|E 9| 7tE-d)} MISA} HEJt 7tset
T2HA HES SUE SR et
SO XA 22| Al 22 HIE0| 2t | - XA ME I2MHA FASk SO XA AR 2PH0| 2SR A=K 20l 3 ZF HAO|A 4
T2MA QXA AE SE X419 X2t 1 0|R7} Hefs| 7|ZE A=X| 22l
v XM AME PYS FoMH 2XM2t6t0] 0fs SAAIS 0| X[A{0] OfEA ME{EIUT of S
otx| OIOH%* UA| 8.
AlESHabgut 1 ZE At I B

¢ EHQI MBI} AE |8 SO TP HOIGH0] XIAS A
0f Q=X Bl

v MEJHE PHg BEoh 7155 2!
=2E EHQ XA « XA M¥A FHZEG AARE MEE XA0] gA B2 7tsotl 2Lt Ofo HAXS0H HEs|
NS ==X 2elotl, 2 Mokl HI0[E S| 7t8-d= E7t
v XIAOl gA B 7f%3f Ofol ZAXISO0| ELY If 2= =Qlotil ArZE =+ U0 &

0| ZOFXLIC.
XA XE 22 HIEHH|O[E AE: MFE X|A0| MAMOR L2xobE|0f U1, HIEFH|0[E (2 X|

A SF9l EX, 25 Y, AM7I)7t 20| 7IRE 0 A=A =2l

v HAEQI EQF ZH5t HIEH|0|E|=

XA =XM1 OloflE 511, AIAH

Ol= ol 7104 et
SPE oI KASl |+ EEN AF: 2t A S=0| SX{0 SIS WH0| PSP JIZE(0f K| Sl
o8 2499 FHY v XAo ME|MHt Hat HES Tts7 o0 EEAES &R
Sl o XY AM A HY I8 HE: X[A0] ALEIAL HEE FR 11 7|F0| 0|2t &7H Hats| Hot
U] =2,
v XA AL B D E 2T HEloHH £ TSl £EHMS &,
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> ISO/IEC 5338:2023, Al system life cycle processes

> ISO/IEC/IEEE 12207:2017, Software life cycle processes

> ISO/IEC 25059:2023, Quality model for Al systems

> ISO/IEC TR 29119-11, Guidelines on the testing of Al-based systems
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