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ISO/IEC JTC 1/SC 42 Artificial Intelligence

€ SC 42 Artificial Intelligence

- CHEZA Al Public Standardization Organization (2017. 11 2 & )

- 2024. 58 7|&E 6470= &, 6007 BEZE WE
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ISO/IEC JTC1

ISO/IEC JTC 1/SC 42
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33 38 26

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (ISO)
EUROPEAN COMMITTEE FOR STANDARDIZATION (CEN)

GUIDELINES FOR THE IMPLEMENTATION OF THE AGREEMENT ON
TECHNICAL COOPERATION BETWEEN ISO AND CEN
(VIENNA AGREEMENT)
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Published ISO standards *
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development *

Meetings

Title
Liaison with SC 27

JTC1 joint development review

(2024.5.30 7|=)

Joint Advisory Group on Al and sustainability with ISO/IEC JTC1/SC 39 and JTC1/SC 42

Joint Werking Group ISO/IEC JTC1/SC 42 -
Joint Working Group ISO/IEC JTC1/SC42 -
Joint Warking Group ISO/IEC JTC1/SC42 -

Joint Working Group ISO/IEC JTC1/SC42 -

Foundational standards
Data
Trustworthiness

Use cases and applications

ISO/IEC JTC1/SC 7 : Testing of Al-based systems
ISO/TC 215 WG : Al enabled health informatics
IEC TCB5/SCB5A: Functional safety and Al systems

ISO/TC 37 WG: Natural language processing

Computational approaches and computational characteristics of Al systems

ISO standards under Participating members Observing members
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Working group
Working group
Working group
Working group
Working group
Working group
Working group
Working group
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In order to be successful in the use of Al in the competitive European Al
market, regulated organisations will need to comply with a wide range of
regulations, build a culture of trust and ensure transparency throughout the Al
lifecycle.

Al Office

Sensitive data for
model training and
explainability.

Development, operation
and use of Al systems
in the EU

EU Data Act

Access to data by
end users or third
parties

Al components in
MedTech devices and
applications

+
other
regulations

Vehicles with
autonomous driving
function (Level 4)

Source: PwC “European Al regulation and its implementation”




OECD Al-7 1=

Inclusive growth, sustainable 5
development and well-being

Human rights and democratic

?&% values, including fairness and >
privacy
Transparency and explainability >

Robustness, security and safety >

Accountability >

(source: https://oecd.ai/en/ai-principles)
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Recommendations for policy makers

4

Investing in Al research and
development

Fostering an inclusive Al-enabling
ecosystem

Shaping an enabling interoperable

>

governance and policy environment

for Al

Building human capacity and
preparing for labour market
transition

International co-operation for
trustworthy Al

>

L1117777777777777777

OECD Al ¥%l2 195 &
XHEH, 24,5, HGO|EE

OECD Al ®*2 innovative,
trustworthySt1, human
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&5t Al risk framework
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EU, Council of Europe, US,
UN S22 OECD2| Al system
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> Artificial intelligence

The Bletchley Declaration

> Al Safety Summit 2023
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Al System ‘9]

(57) ‘testing in real-world conditions’ means the temporary testing of an Al system for its
‘ E U AI ACt 0'" A-I = II I' '?;I' ?_ E|_| 78'. EI 'hll' 'E' intended purpose in real-world conditions outside a laboratory or otherwise simulated
environment, with a view to gathering reliable and robust data and to assessing and
* C HAPTE R | G E N E RAL P ROV' S | O N S verifying the conformity of the Al system with the requirements of this Regulation and it
) is not considered to be placing the Al system on the market or putting it into service
Article 3 within the meaning of this Regulation, provided that all the conditions laid down in
Definitions Article 57 or 60 are fulfilled;

For the purposes of this Regulation, the following definitions apply:

[3 b ) . . . ] =0 =
(1) Al system’ means a machine-based system designed to operate with varying levels of A| A E-II O| o|55|_ EXMS 2SI=X|0f 25 YA MOl HIAEE 9|0
autonomy, that may exhibit adaptiveness after deployment and that, for explicit or
MEl 4+ A4 AN HO|HE =8t 2+ Argnte| X|dS
implicit objectives, infers, from the input it receives, how to generate outputs such as mMILsLT 3+0|aL7| o3 =M
imp » infers, : Eolela =folsty| o 2

predictions, content, recommendations, or decisions that can influence physical or virtual
Al AIAE“O AEO| Se5tAL MB|A2 MESH7| f8f =HE 25

environments; Z=gj|of = F S o|O|

47) ‘Al Office’ means the Commission’s function of contributing to the implementation,
(66) ‘general-purpose Al system’ means an Al system which is based on a general-purpose

monitoring and supervision of Al systems and Al governance carried out by the
— - - . L Al model, that has the capability to serve a variety of purposes, both for direct use as
European Artificial Intelligence Office established by Commission Decision of
L . well as for integration in other Al systems;
24.1.2024; references in this Regulation to the Al Office shall be construed as references l
to the Commission;
HE Al ALEOIZE HE A Z-E 7|8to 2 S5HO] 2T ALESHALE
CIE Al A|AEI0 S3HE 4 UE Cofsh 3HS 83 4 Qs 522

LA A 2B S 2fO]
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Al System & &
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€ ISO/IEC TS 25059:2023 Systems and software engineering — Systems and software Quality

Requirements and Evaluation (SQuaRE) — Quality model for Al systems

Al system produc

quality

A
=g

[

|

T

Performance
efficiency

Functional
suitability

Compatibility

I Reliability

Security

Maintainability

Portability

Functional
completeness
Resource

Functional utilisation

correctness ™

Capacity
Functional
hppropriatenesg

Functional
adaptability 2

=x
T

[Time behaviour|

Co-existence

interoperability

[Appropriateness
recognisability

Learnabiility
Operability

User error

Maturity
Availability
Fault tolerance

Recoverability

Confidentiality
Integrity
INon-repudatior

Accountability

protection

Robustness ®

Authenticity

User interface
aesthetics

Accessibility

7t

User
contrallability

Transparency *

ntervenability 2

Modularity
Reusability

Analysability

Modifiability

Testability

Installability

Replaceability

Adaptability

(ISO/IEC 25010: 2023)

SQuaRE

il

New sub-characteristics.

Modified sub-characteristics.

Figure 1 — Al system product quality model

Al system
quality in use

Trust
Pleasure

Comfort

Transparency ®

mitigation
Health and
safety
risk mitigation
Environment
risk mitigation

Societal and
ethical risk
mitigation

- - Freedom Context

‘ectiveness Efficiency Satisfaction .
from risk coverage
‘ectiveness Efficiency Usefulness Economic risk Context

completeness

Flexibility

a New sub-characteristics.

Figure 2 — Al system quality in use model

FUNCTIONAL TIME BEHAVIOUR CO-EXISTENCE APPROPRIATENESS | FAULTLESSNESS CONFIDENTIALITY MODULARITY ADAPTABILITY OPERATIONAL
COMPLETENESS RECOGNIZABILITY CONSTRAINT
RESOURCE INTEROPERABILITY AVAILABILITY INTEGRITY REUSABILITY SCALABILITY
FUNCTIONAL UTILIZATION LEARNABILITY RISK
CORRECTNESS FAULT TOLERANCE | NON-REPUDIATION | ANALYSABILITY INSTALLABILITY | IDENTIFICATION
CAPACITY OPERABILITY
FUNCTIONAL RECOVERABILITY ACCOUNTABILITY MODIFIABILITY REPLACEABILITY FAIL SAFE
APPROPRIATENESS USER ERROR
PROTECTION AUTHENTICITY TESTABILITY HAZARD WARNING
USER ENGAGEMENT RESISTANCE SAFE INTEGRATION
INCLUSIVITY
USER ASSISTANCE
SELF-
DESCRIPTIVENESS
is025000.com
Quality Model
Division
2501n
Quality Quality Management Quality
Requirements Division Evaluation
Division 2500n Division
2503n 2504n
Quality Measurement
Division
2502n

Extension Division 25050 - 25099
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@ ISO/IEC FDIS 5259-2 Artificial intelligence — Data quality for analytics and machine learning (ML)
— Part 2: Data quality measures

| Data quality model for analytics and ML

Adapted data quality
characteristics

Inherent data quality
characteristics

* Accuracy

* Completeness
* Consistency

* Credibility

* Currentness

Inherent and system-dependent
data quality characteristics

* Accessibility

* Compliance

* Confidentiality

» Efficiency

* Precision

* Traceability

* Understandability

System-dependent
data quality
characteristics

* Availability
* Portability
* Recoverability

Additional data quality
characteristics

* Auditability

* Balance

* Diversity

» Effectiveness

+ Identifiability

* Relevance

* Representativeness
* Similarity

* Timeliness

Data quality model defined ISO/IEC 25012

Figure 3 — Data quality characteristics for analytics and ML

(ISO/IEC 25012:2008 Software engineering — Software product
Quality Requirements and Evaluation (SQuaRE) — Data quality model)

Quality of Data Product

Accuracy

Completeness

Consistency

Credibility

Currentness

-
=
=3
1]
=3
[0}
=)
=
o)
)
-
a

Quality

Accessibility

| Precision ‘

I Availability I

Compliance

Traceability |

| Portability |

Confidentiality

|Understandabwlitv|

| Recoverability |

Efficiency

System-Dependent]

Data Quality

Quality of Data Product for Analytics and ML

Inherent Data (

Accuracy
Completeness
Consistency
Credibility

Currentness

Juality

Accessibility

Precision |

| Availability

Compliance

Traceability ‘

Portability

Confidentiality

Understandability |

Recoverability

Efficiency

System-Depende

ht Data Quality

Additional Characteristics

Auditability
Identifiability

Representativeness
Effectiveness
Similarity
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¢ SC 42 Z8io| Al HAR 2 I NEE
o

- Al L0 HE5ld g &H
- O2d BE
» ISO/IEC AWI TS 29119-11 Software and systems engineering — Software testing — Part
11: Testing of Al systems

OIBXS AAHO N8 & Y HAY 7SS e

> ISO/IEC AWI 23282 Information technology — Artificial Intelligence — Evaluation

methods for accurate natural language processing systems
AHHOl ME|A|AEO| B E JHY

» ISO/IEC AWI TS 17847 Information technology — Artificial Intelligence — Verification and

validation analysis of Al systems
I 7Lo| 2SH M= et

> ISO/IEC TS 4213:2022 Information technology — Artificial intelligence — Assessment of

machine learning classification performance

Hiled 23, A28, 12|59 2F ds= 58o7| flet SEHE NME
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& SC 42 ZH9| Al HAE 2 X ES

» ISO/IEC TS 24668:2024 Information technology — Artificial intelligence — Process

management framework for big data analytics

. MY HBHOIN 2 HOJE £AS BNHOR B8Y & b TRNAS ety ol T YYD XIS

i

» ISO/IEC TS 25058:2024 Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Guidance for quality evaluation of

artificial intelligence (Al) systems

« AIALE S2 2RSS MESHY ASKS (A) A= E7tot= X[E A

rir
ORI

» ISO/IEC TS 25059:2023 Systems and software engineering — Systems and software

Quality Requirements and Evaluation (SQuaRE) — Quality model for Al systems
- AIAIZEIS HOIEH| Qo 2 B3 NS5, SQuaRE #&0| et 38 =213 £ =3
e Al A|AHIQ 2tE AE ZX EA O“._ MetM S|M JhsM AT _T'_I-l)k-l 7Kl I—iE Eg Ol HO I
. Al REO| B AN U ANSS HAESD, 82N 4 UH 97 ASS FA0HK golots 2
. AIAINEHO B EM XA U 2H 22 HMOZ 292291100 L 5

» ISO/IEC AWI TS 17847 Information technology — Artificial intelligence — Verification and
validation analysis of Al systems

©ALAAHOIBAIS AAE Ty 240 HOIBAIS T4 94000 4T X2 EGI0)0 HS L U5 242
gl HT AT A T2 KIHS MBS, HAN 2, AlZ20lM 3 Bty By
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& IEEE SA(standard association) Al E|AE! 23 I HESE

» IEEE 1232-2010. IEEE Standard for Artificial Intelligence and Expert System Tie to

Automatic Test Equipment (AI-ESTATE): Overview and Architecture
2024.4.10. AI-ESTATE E& M EQ| 7|& EF. AI-ESTATEE O|O[E wstit HAE Gl I 549
Qe BMAM MEZ, MEHX QI JHE0| FHO|E|0] AI-ESTATESE T+3iSte O Xl Q7 Arg 7|

> |EEE 1232.2-1998. IEEE Guide for the Use of Artificial Intelligence Exchange and Service

T|e to All Test Environments (Al-ESTATE)
2024.1.17. A28 ZIEH 7 21 38 Z2 20| Cior A4 Mol A EQO QIHL|O|A ol AI-ESTATE HZE A
Eo| Y2t =, O] EE2 IEEE Std 1232.1-19970( M “ol&l S R&S =4t TEH F=E7|E Molot7| ?l
A—IH'A I‘|O|

Im

> IEEE 1232.3-2014. IEEE Guide for the Use of Artificial Intelligence Exchange and Service
Tie to All Test Environments (Al-ESTATE)

2024.4.10. IEEE Std 12320f| 6rt S8 Z2 W3 JfLSt= HEXRS0A K& M-S, ZHereh =0

CHA A|ABRIOZ AFRE|0] Al 3 U MH|A D MO A (AI-ESTATE)S| HA B X0 At M
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& IEEE SA(standard association) Al E|AE! 23 I HESE

» |EEE/ISO/IEC 29119-2013. ISO/IEC/IEEE International Standard - Software and systems

engmeermg Software testing -- Part 2:Test processes

2024.4.10. ISO/IEC/IEEE 29119 A|2|=2| AZEQ|0 HAE HEFES| M2 Ol 37O AZEQ|0 HAEE
TS D E ZEO| A RS = U= FNAEHCE o= MLE°J|01 E1IAE HE MEE J9

ISO/IEC/IEEE 29119-2= X & =& HAE 22| == U 58 H2E £+F0M 2ZEQO HAE ZZMHAE H
Olt= HAE ZZMHA MHA Z3

> |EEE/ISO/IEC 29119-3-2013. ISO/IEC/IEEE International Standard - Software and systems

engineering - Software testing -- Part 3:Test documentation
2024.4.10. ISO/IEC/IEEE 29119-30{|= HIAE M2 St oA| 22

> |EEE 829-2008. IEEE Standard for Software Test Documentation
2024.117. 7|2 AT EQ|0| HAE EAM HME MY
Ol BTS2 7Y EH|AE EMOo| AT} LIRS ;(|7<1
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» ISO/IEC TR 24028:2020 Information technology — Artificial Intelligence — Overview of
trustworthiness in artificial intelligence

olsXse dEgd /ies 29

» ISO/IEC TR 24027:2021 Information technology — Artificial Intelligence — Bias in Al
systems and Al aided decision making

OISX SN Bt S Haztols 7|E 7HE

> ISO/IEC TR 24372:2021 Information technology — Artificial intelligence — Overview of

computational approaches for Al systems
S5 AaEe 28X HFH Y7200 Tish 7H

> ISO/IEC TR 24368:2022 Information technology — Artificial Intelligence — Overview of
ethical and societal concerns

osxse gEl7|EE N
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¢ SC 42 ZH2| Al M| #H IHESE

» ISO/IEC DTS 12791.2 Information technology — Artificial intelligence — Treatment of

unwanted bias in classification and regression machine learning tasks
- AR b= o2 Maloty| Qs Al A" +=F 7] HEo| 28 HEY 5 s et 7™
. 28 97 XS W] o) DAl HE AHBSHe Al AIAHOIA Hotx B B 6

LS =

» ISO/IEC AWI TR 21221 Information technology — Artificial intelligence — Beneficial Al
systems

« LCifot Olol 2tAIRe| 7hX[eF Fer 7|8, Al A|AES] O] & 57| flo /HEN Zoy9l3a W
« ALAILES O [pEol= 7IsH, BHH, 2dH, A=Y, Al=[H ol 22182l XHR0| Z3

> ISO/IEC AWI TS 22443 Information technology — Artificial intelligence — Guidance on
addressing societal concerns and ethical considerations
- ZZO] JfQlut Ab|of| HIH o= SIS NE = U= A2lH et 22|H nF A
of chet X &S MS. 7IEL] Al A[AE A AL, 2| A" 8L S8 7t #E S 28

» ISO/IEC AWI TS 25029 Information technology — Al-enhanced nudging

. ZEO| AR 2otE WA HAHLUSES CHR7) Y3 H|, HY U XHS HB




(3 / 5) -JTC1/SC42 I111111111111711711/

& SC 42 ZHO| Al MY 2 IHES

» ISO/IEC 42001:2023 Information technology — Artificial intelligence — Management

system
A WoM 2EXs 2| AL AIMS)E w8, 2d, 7Al 3 XAFH2 =2 74517 ?et 2+ ArdS BAlot=
%Iﬂ HE

» ISO/IEC 42005 Information technology — Artificial intelligence — Al system impact

assessment
Al A|AENSL oA 7tset 88 Z2O-0| 2 &2 = U= 742 S AL2[of CHet Al A|AE B HILE =3
ol= X"'Oﬂ CHot X[ &2 NS

> ISO/IEC 42006 Information technology — Artificial intelligence — Requirements for

bodies providing audit and certification of artificial intelligence management systems
Al A|A—S T USHALE AL S R2[0| 22| A|AHS M2l A ZAL 250 thet BoE & A X3

— o= O AN

» ISO/IEC CD TS 6254 Information technology — Artificial intelligence — Objectives and

approaches for explainability and interpretability of ML models and Al systems
ML 2=t Al A|L-O AE, 53 A Ztol| Tfet 28 Jtsd e fio 2 LAl gEs 249




ISO/IEC 42001, 42005, 42006 #+

Al management system (ISO/IEC 42001:—, Clauses 4-10)

I Organizational objectives (ISO/IEC 23894:2023, 4, Annex A) Effect on objectives
>
2
=y
I o Risk management (ISO/IEC 23894:2023,6.1)
=L
L I
Ziar
— | Likelihood of
—7 Po(enlu‘al Impact to ‘ Ir:p::( :) lmmctl o isos SU
— even org indwviduals society occurrng pars
— aasasaument
g for N
) systam
— (0.4, the top
= Potential Impact to Impact to Impact to "“e'f:":d o concernsan
2 event 2 org individuals society 8% ocouning organization ‘ Share with leadership
g nusa!:jwl ISO/IEC 23894:2023, 6.7
an
w wsystom)
Potential Impact to Impact to Impact to “"':":':d o
event 3 org individuals society s

8 occurring

ISO/IEC 42005
Al system impact
assessment

21
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& IEEE SA(standard association) Al 12| 23 ZHESE

[

> |EEE P3187. IEEE Draft Guide for Framework for Trustworthy Federated Machine Learnin
»  2024.529. ME|E = = HGYOE[E HA 210 EHOF AR Ol e L =0fl CH
- AMEE 4 A= HEHYO|EIE M dol fA] CHE /AZ|

of TNHQl V2 E XS
QF AFEH dE|m AME|E 2 Qe I EH| 0| gl

A CHE M EH|0[E|E il 2'd F7HAtS| 20 A Q]

S oAl 2fdg Mt WHe 3

=1 A= S = Yz ot

» |EEE P3396. Recommended Practice for Defining and Evaluating Artificial Intelligence (Al)
Rlsk Safety, Trustworthiness, and Respon5|b|I|ty

2023.9.23. SHAIO| S EHES SX|SFHA Al R, Al Q&FH Al Al2|d S Al M-S Of8l, Mol I "WIISH7| Qo =2
Mol Zpy|agas ;(ﬂ_._

o |o| X"E AHA—I o|)\|. 7=|I-| O|7|- [HE| jl_|- = =| xH
HiZ= 5! $°ﬂ'°| T K| EPOIM AO|Z2 2 121 ot= |& 7|8to|

ATHE A, Al OfE2IA(01N
. 324 9=t D230l Mg Qe Al EQ, AHHA o B

» |EEE P7018. Standard for Security and Trustworthiness Requirements in Generative
Pretrained Artificial Intelligence (Al) Models
» 20231114 JJEl AT 2RE A B2 AT, HE R AE T 22 fl=a HAZE RES 2pobs| Al
MOl I QAT M

IIA20E ot $I8, )5 2 HI7|S 27 A, SR, 514 JHsA U MY JhsAD 22 BIl EA
o &tst @ F Atz =t
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& IEEE SA(standard association) Al 12| 23 ZHESE

> |EEE 2894-2024. |IEEE Approved Draft Guide for an Architectural Framework for Explainable
Artificial Intelligence

+ 2024222 Crdot XAl FHES MECHY £E5HL A2 = QU= Al 87 ArdS SFEATIEM B B 22
S 7% Him o B2le| A T1eH BATE HB

» |EEE Introduces New Program for Free Access to Al Ethics and Governance Standards
-+ 202442 Ol Z2O™M2 Mg 4= = AIJHEE 7| fleh X[ H 13 ArEE HSste At2l 7|28 B#E2
M HAXMCE X3

> |EEE white paper. A Call to Action for Businesses Using Al - Ethically Aligned Design for

Business
« 2023.1.27. H{I=L A0 Cigt Al =2|2| 7HX[t 2L d0f| CHot ZtEet 7HR, Al 222 X|& 7tstt 22t BH=7|
ot HE A2 0|2 Qlol Zest 7|&, A2 dgje =852 et 084 Q1 =tH o Cigt A0 Atgt 7|&

» |EEE white paper. Trusted Data and Artificial Intelligence Systems (AlS) for Financial
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> ISO/IEC AWI TS 22440-1, -2, -3 Information technology — Artificial Intelligence —
Functional safety and Al systems —Part 1. Requirements, Part 2: Guidance, Part 3:
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» ISO/IEC 23894:2023 Information technology — Artificial Intelligence — Guidance on risk
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> ISO/IEC AWI TR 23281 Information technology — Artificial Intelligence — Overview of Al
tasks and functionalities related to natural language processing
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» ISO/IEC TR 24029-1:2021 Information technology — Artificial Intelligence — Assessment
of the robustness of neural networks — Part 1: Overview~Part 3: Methodology for the
use of statistical methods
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> ISO/IEC 22989:2022 Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology
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» ISO/IEC 23053:2022 Information technology — Artificial intelligence — Framework for
Artificial Intelligence (Al) Systems Using Machine Learning (ML)
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» |IEEE white paper. The Functional Safety Terminology Landscape
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Tests of LLM ability to exploit capture-the-flag style test Per-model average
programs (higher is more capable) score
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Figure 5 Exploitation capability scores broken down by model and test category.

(source: CYBERSECEVAL 2: A Wide-Ranging Cybersecurity Evaluation Suite for arge Language Models, 2024.4)
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